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Description

This is a Limesurvey extension that adds SAML Single Sign On support.

At the end of the SAML integration process we will be able to SSO and
Just-in-time provisioning users in Limesurvey, verifying user credentials

at the Identity Provider.

In a SAML integration, the Identity Provider and the Service provider
exchange SAML Metadata (a XML file which contains its Entity ID (a
name to identify the entity), SAML endpoints (where SAML Messages
are generated or processed) and x509 certificates and private keys, to

be able to sign/validate and encrypt/decrypt SAML Messages.

When an IdP and an SP exchange the metadata and register it, the
circle of trust is done, and then the SP will trust the user info provided
by the Identity Provider (after processing the SAML Message and
validating it)

In the Identity Providers supported section of this document, you can

find links to documentation that describes how to register a Service

Provider at some of the supported Identity Providers

The SAML extension To be able to SSO only requires the Identity
Provider to include in the SAMLResponse the email (or in case of using

a custom attribute to identify users, that field).



To create user accounts, the extension requires the Identity Provider to
provide user data, the minimum data required is limited by the
LimeSurvey platform itself when registering a new user: username,

email, fullname and group.

Each Identity provider names the user attributes differently so it is
important to set a relation between the name of the user attributes
provided by the IdP and the name of the fields at LimeSurvey. That

relation is described in the “Attribute Mapping” section.



How does it work?

The usual use case, SP-initiated SSO flow

The extension adds a link "Login via Identity provider’, which is

customizable at the customer login form page.

Following the link initiates a series of redirects that are described by
the
SAML 2.0 standard.

SP-initilated SAML flow

A SAMLReqguest is sent to the Limesurvey
Sp SAML IdP

Identity ~ Provider, customer

authenticates against the SAML SAML AMPNREQJBG'.|
ldentity  Provider and then

information about user, is sent y
ACS endpoint ‘ SAMLResponse

to LimeSurvey in a

SSOMIT ( _______ !

SAMLResponse, LimeSurvey
SAML extension validates the SAMLResponse, authenticate customer
(provisioning it if does not exists and that feature is enabled and let

him in.



http://en.wikipedia.org/wiki/SAML_2.0

|dP-initiated SSO flow IdP-initiiated SAML flow

The extension supports IdP-Initiated flow. :
SAML IdP Limesurvey
A SAML Response can be directly sent by SP
the Identity Provider and processed by the SAMLResponse "~ nt
LimeSurvey SAML extension. | [T :
SSONT Lr_______ '

IdP-initiated and SP-initiated SLO flow

IdP-initiated SLO SAML flow SP-initiated SLO SAML flow

SAML IdP LimeSurvey LimeSurvey SAML IdP
SP SP
S S Tz

Logout other SPs If any [F======~= ;

SLS o ndpnmﬁ 1 SAML Logout Response | HOQOHROTETSFRTAN [T
sLS “F’“ﬂl‘ SAML Logoul Response




INstallation

The SAML extension uses php-saml 4.X (PHP 7.4, PHP 8.X) so make
sure to satisfy its dependencies, and some core extensions like
php-xml, php-date, php-zlib. openssl. Install the OpenSSL library. It
handles x509 certificates.
There are 2 ways to install the extension:

e Unzip and drop the files in the plugins folder

e Use the plugin Manager

Dropping the Files

Copy the AuthSAML2 folder, which you will find after unzip the
provided file, inside the plugins folder of LimeSurvey.
Now go to the Admin panel, Settings > Plugin Manager then click on

Scan files, AuthSaml2 should appear, click on its install icon.

Plugin Manager

In order to install the plugin go to the Admin panel. Then, access
Settings > Plugin Manager, click on the Upload & Install button and
select the provided zip file.



But previously, you needed to whitelist the “xsd” extension, editing the
file application/config/config-defaults.php

And searching the var $config['allowedpluginuploads'], adding “xsd”.
Example:  $config['allowedpluginuploads'] =
'gif,ico,jpg,png,css,js,map,json,eot,otf,ttfwoff,txt,md,xmlwoff2,twig,php,ht
ml,po,Mmo,xsd’;

Otherwise, the Plugin Manager will not install the required xsd files,

used to validate the SAML XMLs, and you will need to install them

manually.



Settings

To configure the plugin go to the Admin panel. Then access to Settings
> Plugin Manager, and you will see the AuthSAML2 listed.
If it is not listed, click on Scan Files and a view will appear where you

will be able to install the extension to be recognized.

vy
(_) LimeSurvey

Plugins

[ ¥ Upload & install l Q scan files ] << Back

0 Find updates

Plugin =i Description =i

AuditLog Core: Create an audit log of changes
Authdb Core: Database authentication + exports

AuthLDAP Core: LDAP authentication

AuthSAML2 Plugin: SAML authentication based on php-saml

If you see the extension on the list, click on its name to access its
setting configuration panel. After this process, we can go back to this

list and click on the dots and select “Activate” to enable the extension.

In the Settings panel, there are several sections:

e Service Provider Metadata. Contains a link to the SP metadata

e |dentity Provider settings. Set parameters related to the IdP/IdPs
that will be connected with our LimeSurvey.

e Mappings. Set the mapping between IdP fields and LimeSurvey
user fields.

e Options. Configure the behaviour of the extension.

e Survey Protection SAML Settings. Contains the flag Surveys

protected by login and others, which allows the survey administrators



to force all survey participants to be authenticated, and other
requirements

e Global Permissions. To handle the permissions that will be
assigned to the new user.

e Advanced SAML Settings. To configure SAML security settings

Service Provider Metadata

The Metadata Link is very important for the SAML integration, if you
click on it you will be redirected to the SP Metadata endpoint, a view
that provides the XML file that defines the Service Provider (extension

needs to be enabled).

You will need to provide the URL or the content of that XML to the

ldentity Provider administrator to register it at the Identity Provider.

If you are using multiple IdPs, take in mind that each IdP registered will
be related to its own SP so add to the SP Metadata URL at the end the
/idp/{idp_index}

index.php/plugins/direct/plugin/AuthSAML2/function/samlmetadata/idp/1

Identity Provider section

Here you set some info related to the IdP that will be connected with
our LimeSurvey. Contact the administrator of the IdP and ask him for
the IdP metadata XML, which will contain the data to include in this

section.



There are fields in the case that you will use 1 unique IdP and another

Json field where you can set multiple IdPs (Multiple IdP support field).

Find a link to the Importer IdP view to directly paste the XML and
process it to be included as the default IdP, or the extra multi-mode

IdP. ’ \

IdP Name

If you register more than 1 IdP, set a name to this IdP. That name will appear
on the SAML Discovery page

IdP EntityID

IdP SSO URL ’ \

IdP SLO URL ’ \

The IdP Entity Id is the identifier of the IdP, the EntitylD value in the
XML of the IdP metadata.

The Single Sign On Service Url and the Single Log Out Service Url
are the I|dP endpoints that will process the SAML Messages generated
by the LimeSurvey SAML extension.

The first one is used on the SSO flow to process AuthNRequests, the
second one processes LogoutRequest or LogoutResponses generated

by the LimeSurvey SAML extension.

The X.509 Certificate and the rest of certs fields store x509 certs used
by the Identity Provider and the LimeSurvey SAML Extension uses it to
validate the Signature of the SAML Messages received. Only the first



cert is used by the LimeSurvey SAML extension to encrypt any

element.

IdP x509cert

Alternative IdP x509cert

g

Optional x509cert that can be registered. Usefull during certificate migration

Another alternative IdP x509cert

Another optional x509cert.

Attribute Mapping section

Sometimes, the names of the attributes sent by the IdP do not match
those used by LimeSurvey for the customer accounts. In this section,
we must set the mapping between IdP fields and LimeSurvey fields.
You can set different possible mappings for each attribute that gonna
be mapped, comma-separating them. Order matters: if there is a saml
attribute that matches, it is retrieved, no other mappings are
considered for that attribute. If multiple IdPs are registered, add all the
possible mappings for each attribute. Is support comma-separated
values.

SAML attribute used as username, you can add multiple possible mappings adding the values comma-separated.
SAML attribute used as email, you can add multiple possible mappings the values comma-separated.

SAML attribute used as fullname, you can add multiple possible mappings the values comma-separated.

SAML attribute that contains Group info, you can add multiple possible mappings adding the values comma-separated.
SAML attribute that contains Role info, you can add multiple possible mappings adding the values comma-separated.

SAML attribute that contains Lang info, you can add multiple possible mappings adding the values comma-separated.



Options section

In this section we determine some behaviours of the extension.

Leave AuthType base and Storage base as the default value if you are
using the default installation and set any other value if you are using
another AuthType to identify users or a different way to store data.

We enable/disable JIT provisioning (auto-create user accounts) by the
Auto create users field.

If you want to sync the user data hosted on the IdP in the LimeSurvey
user account, then enable the Auto update users field setting.

Authtype base Authdb

The default Auth mechanism enabled and loaded on the login view

Storage base DbStorage

Auto create users O
If a user does not exists and this flag is enabled, the plugin will be able to create a new user at LimeSurvey with the data

provided by the IdP

Auto update users O
If enabled, the plugin will update at Limesurvey the name, email and lang of the user, during the sso process

Auto create groups
Enable it in order to allow the plugin to create new groups provided by the IdP that don't exists on LimeSurvey

UJ

Sync group info
Enable it in order to sync user groups. User will have the groups provided by the IdP. Old assigned groups will be removed.

UJ

Auto create roles
Enable it in order to allow the plugin to create new roles provided by the IdP that don't exists on LimeSurvey

UJ

Sync role info
Enable it in order to sync user roles. User will have the roles provided by the IdP. Old assigned roles will be removed.

Alternative Forgot PW URL

Set an alternative url if your password are stored externaly

The extension supports Groups. If the IdP provides a group name that
not exists yet, you can enable Sync group info field to generate it
automatically. It also supports Roles, which can also be autocreated
and synchronized.

And to set an Alternative Forgot PW URL to be able to redirect the



users to the IdP forgot password url and stop using the limesurvey

forgot password feature.

Alternative Forgot PW URL ’ I
Set an alternative url if your password are stored externaly

O

Mark this flag in order to disable Single Logout. SLO is a complex functionality, the
most common SLO implementation is based on front-channel (redirections),
sometimes if the SLO workflow fails a user can be blocked in an unhandled view. If
the admin does not control the set of apps involved in the SLO process, you may
want to disable this functionality to avoid more problems than benefits.

O
Force SAML login  Enable it in order to force all users to login only with SAML. When user access the
login view, the SSO process will be automatically executed

O

Enable it in order to allow the admin to bypass the Force SAML feature by adding the
"normal" GET parameter to the URL. Ex. index.php/admin/authentication/sa/login?
normal

O

Enable it in order to block normal login for users generated by the plugin

Disable SLO

Allow Bypass Force SAML login

Prevent users created by the plugin use normal login

Single Log Out (SLO) is a complex functionality, the most common SLO
implementation is based on front-channel (redirections), sometimes if
the SLO workflow fails, a user can be blocked in an unhandled view. If
the admin does not control the set of apps involved in the SLO
process, maybe it is better to disable this functionality as it could carry

more problems than benefits. Disable SLO enable/disable it.

You can force users when accessing the login view to be automatically
redirected to initiate the SAML SSO flow, by enabling the Force SAML
login setting.

Sometimes when Force SAML login is enabled, it makes sense to have
a way to bypass it when the SAML integration is not working to recover
the system. You can with the field Allow Bypass Force SAML login
enable the option to append to the login view the “?normal’ parameter

to be able login with the standard Auth method.



There Is also a setting to force all users created by the extension to

authenticate using SAML and forbids its use of the standard login.

The IdP Discover method allows you to decide, in case that more than
1 I1dP is registered in the LimeSurvey instance, how to do the IdP
discovery. You can present a list with the IdP names, IdP Entity Ids or

implement your way of selecting the |dP using the custom option.

Custom Messages section

Handle what text is shown in the login form and where to position it.

Text for the SAML link { SAML Login l

T v
Position of the SAML link { P ]
Decide where to place the SAML link at the login view

Survey Protection SAML Settings

Surveys protected by login and others 0
Allow Survey administrators to force all survey participants to be authenticated and other requirements

Global Permission section

In this section you determine what permission will be assigned to a

new user created by the extension.

Entity permission (leave as global) l global l

Entity ID permission (leave as 0) l 0 I

Permission to create participants in the central participants database (for which all

permissions are automatically given) and view, update and delete participants from other
users

Central participant database



Label sets

Settings & Plugins

Surveys

Templates

User groups

Users

Superadministrator

O

Permission to create, view, update, delete, export and import label sets/labels

O

Permission to view and update global settings & plugins and to delete and import plugins

O

Permission to create surveys (for which all permissions are automatically given) and
view, update and delete surveys from other users

O

Permission to create, view, update, delete, export and import templates

O

Permission to create, view, update and delete user groups

O

Permission to create, view, update and delete users

O

Unlimited administration permissions

And there is also a field to allow users to keep using the internal database,

which should be enabled if Force SAML is disabled.

Use internal database authentication

Allow user to authenticate using internal database authentication

Advanced Settings section

Handle some other parameters related to customizations and security

issues. Most of the settings belong to the advanced settings of the

php-saml toolkit

If sign/encryption is enabled, then x509 cert and private key for the SP

must be provided. There are 2 ways:

1. Store them as files named sp.key and sp.crt on the 'certs' folder

of the extension. (Be sure that the folder is protected and not

exposed to the internet)


https://github.com/onelogin/php-saml#settings

2. Store them in the database, filling the corresponding textareas.

(Take care of security issues)

O

Enable for debugging the SAML workflow. Errors and Warnigs will be shown.

g

The namelD sent by this SP will be encrypted.

g

The SP metadata gonna be signed.

O

The samlp:AuthnRequest messages sent by this SP will be signed.

O

The samlp:logoutRequest messages sent by this SP will be signed.

O

The samlp:logoutResponse messages sent by this SP will be signed.

Debug Mode
Encrypt namelD
Sign metadata

Sign AuthnRequest
Sign LogoutRequest

Sign LogoutResponse

While configuring the SAML integration, you should enable the Debug
Mode so the extension in case of rejecting the SAMLResponse will

provide its cause.

If the Identity Provider requires it, you can enable Signatures on
AuthNRequest, LogoutRequest and LogoutResponses, as well as
require signatures on SAML messages or encrypted SAMLResponses.

There are flags that control this.

O

Reject Unsigned Messages  Reject unsigned samlp:Response, samlp:LogoutRequest and samlp:LogoutResponse
received

Reject Unsigned Assertions . ) ) )
) € Reject unsigned saml:Assertion received

O

Reject Unencrypted Assertions
! P Reject unencrypted saml:Assertion received

If you enable signatures on the SP, you will need to provide SP Private
Key and SP Public certificate, and you can decide the Sign and Digest
Algorithm




Normal text ~ Bold Italic Underline

SP x509cert

Public Cert of the Service Provider. Used to encrypt.

Normal text ~ Bold Italic Underline

SP Private Key

Private Key of the Service Provider. Used to sign or decrypt.

i . http://www.w3.0rg/2000/09/xmldsig#rsa-shal v ]
Signature Algorithm [ ? . .

Algorithm that will be used on signing process.

. . http:/fwww.w3.0rg/2000/09/xmldsig#shal v ]
Digest Algorithm [ ? : ;

Algorithm that will be used on digest process.

You can set a specific Entity ID for the SP, if you don't provide it, the URL
where the SP Metadata is published is used as Entity ID.

SP EntityID [ ]

urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified ~ }

NameIDFormat  gpocifies constraints on the name identifier to be used to represent the requested

subject.

Requested AuthN Context

AuthContext sent in the AuthNRequest. You can select none, one or multiple values.

You may review what NamelD Format and what AuthNContext are supported

by the Identity Provider and set it correctly on the settings.




When the SP is behind a firewall or load balancer and the URL retrieved by

the toolkit is wrong, you can enable the Retrieve Parameters From Server

flag to make the toolkit aware of that fact and allow it.

O

Sometimes when the app is behind a firewall or proxy, the query parameters can be
Retrieve Parameters From Server  modified an this affects the signature validation process on HTTP-Redirectbinding. Active

this if you are seeing signature validation failures. The plugin will try to extract the
original query parameters.

18



Protect Survey Settings

When the Surveys protected by login and others flag of the Survey Protection
SAML Settings is enabled, at the Survey Admin view, you will be able to
find at the “Simple plugins” section I simple plugins

the following Setting panel:

Settings for plugin AuthSAML2 X
Require authenticated users O
Protect Surveys requiring users to be authenticated

Login alternative to tokens U
When a Survey is protected by access token, enabling this option will
also allow users to authenticate via the admin area

Just-in-time participant creation O
When a Survey is protected by access token and this option is enabled,
the logged user will be added as a participant of the Survey

This allows the admin to decide whether to enable or not additional

ways to protect/authenticate participants.

If the admin wants to force users to be logged in to participate in a

survey, enable Require authenticated users

On surveys protected by tokens, you can enable Login alternative to tokens
to offer a login link in the token view, as an alternative to providing a
token. When this option is enabled and a user is logged in, the SAML
extension will automatically fetch the token if the user's email is
registered already as a participant. If it is not yet a participant, the flag

Just-in-time participant creation needs to be enabled to automatically

register the user as a participant.



SP SAML Metadata

The metadata of the LimeSurvey Service Provider will be available at:

<limesurvey_base_url>/index.php/plugins/direct/plugin/AuthSAML2/fun
ction/samlmetadata + [idp/ {idp_index } ]




FAQ

Is there a demo or trial?

There is no demo side or trial code.

Is the extension compatible with IdP XXX?

The extension is compatible with any Identity Provider that supports

SAML 2.0, see list of the Identity Providers that already were used with

the extension.

Can | have commercial support?

Yes | offer commercial support as well that you can pay via Paypal.
Rate 50€/h. You can use this to solve doubts, get help with the

installation or configuration ,as well as implement customizations.

When using the SAML extension, | got a 500 error/white
page

You may review the Server/PHP logs to check what’s going on.

When | try to SSO/JIT provision a user, | end in the

Limesurvey page and not logged in?

There are some possible reasons for not being logged in:



e The IdP returned a SAMLResponse with status different than
Success, which indicates that the AuthNRequest was rejected.

e The SAMLResponse was invalidated

e The extension was not able to SSO/JIT the user due a lack of
user data or due invalid values.

In the Advanced settings section, you can find a debug boolean field

that you can enable in order to record the reason of the error on the
error trace. Be sure to enable it, reply to the SSO process and check
the errors registered on the PHP logs.

If the SAMLResponse contains a SAMLResponse with a bad status, ask
the Identity Provider administrator why the AuthNRequest was
rejected.

If the SAMLResponse was rejected, you will see that message as well
as the reason for the rejection. You will need to review the settings on
the IdP and SP sides to validate.

If the cause mentions something related to Signature invalidation,
review the x509cert of the IdP registered, verify that the value matches
the ds:X509Certificate included in the SAMLResponse.

If the error is related to user login or user account creation, review that
the required account is provided by the IdP, review that the mappings

are correct and also that the data is valid.

The IdP returned that it has issues with the NamelD Policy
Format of the AuthNRequest?

In the Advanced settings section, you have a Name ID Format select

field with several alternatives. The one selected needs to be aligned



with the NamelD Formats supported by the IdP (which is sometimes
exposed in the IdP SAML metadata). If you are unsure what to set,
configure it as unspecified, otherwise, emailAddress used to be the

most common value.

I’m using ADFS, and when the Limesurvey SAML extension
sends the AuthNRequest | experience an error on ADFS
side

Many possible issues could happen, the first approach is to review

error_logs of ADFS to try identify the cause of the error. You can Google

the ID or the message of the error that appears on the error log to try

to find a solution.

How can | know what user attributes are sent by the

Identity Provider?

There Is a Firefox extension named SAMLTracer that you can use in

order to record the SAML flow between the IdP and the SP in order to
record the SAMLResponse and analyze it to see the

AttributeStatement. Check SAMLTracer how-to.

Chrome users can use Chrome SAML Panel.

I’m blocked, | got an error in the SAML integration and

don’t know how to continue.

Contact me by mail and provide:

- A description of what you get and what was expected.


https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/troubleshooting/ad-fs-tshoot-logging
https://addons.mozilla.org/en-US/firefox/addon/saml-tracer/
https://helpx.adobe.com/enterprise/kb/perform-a-saml-trace.html
https://chrome.google.com/webstore/detail/saml-chrome-panel/paijfdbeoenhembfhkhllainmocckace?hl=en
mailto:sixto.martin.garcia@gmail.com

- A SAMLTrace log (the tool allows you to export the trace).

- A screenshot of the involved SAML settings (IdP and SP side).

| will try to determine the cause and provide you with a solution.

If required, we can schedule a video meeting if the resolution seems

complex.

If | want to provide a cert/private key hosting it in the
filesystem, where is the default path?

It depends on how you have installed the php-saml library, the default
path is in the certs folder that you should find in the root of the

php-saml folder. If you used composer, it should be at

<limesurvey_root_folder>/plugins/AuthSAML2/certs

Can | place the SP cert/private key in another path?

Yes, you can define in the PHP code a ONELOGIN_CUSTOMPATH
filesystem path, and the php-saml library will expect the certs folder
on that path.

Does the extension support Single Logout using
HTTP-POST binding?

No, only HTTP-Redirect binding is supported for SLO.



Is it secure to leave the strict parameter of the Advanced

settings section disabled?

No, you MUST enable it always in production environments.

Is the extension secure?

The extension is based on the php-saml library which was audited and
certificated by third party security companies. In addition, the code is

open source so anyone can access the code and verify it.

If a critical security fix is needed, it will be provided asap by an official
release on the marketplace and the customers will be notified by the
email used to purchase the extension, and code could be provided by

mail if required.

Bug-fixes, non-critical fixes, and new features will be provided in new

releases available on the marketplace.



[dentity Providers supported

e Onelogin
e Okta

e AuthO, AuthO Enterprise
o ADFS

e Azure AD and Azure AD B2C
e Keycloak

e Salesforce

e Shibboleth

e simpleSAMLphp

e (Google

e AWS SSO

e Centrify

e Forgerock (OpenAM)

e Ping Identity
S

B

°
P)
>

<

racle
S02

o NetlQ

e SecureAuth

°
O

°
=

e Citrix Netscaler

e 5 BIG-IP

Links of the IdP listed carry you to its official documentation.



https://onelogin.service-now.com/support?id=kb_article&sys_id=deb73e03db3704d0d5505eea4b961954
https://developer.okta.com/docs/guides/saml-application-setup/overview/
https://auth0.com/docs/protocols/saml/saml-idp-generic
https://auth0.com/docs/connections/enterprise/saml
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/create-a-relying-party-trust
https://docs.microsoft.com/en/azure/active-directory/manage-apps/configure-single-sign-on-non-gallery-applications
https://docs.microsoft.com/en/azure/active-directory-b2c/connect-with-saml-service-providers
https://www.keycloak.org/docs/latest/server_admin/#saml-clients
https://help.salesforce.com/articleView?id=service_provider_define.htm&type=5
https://wiki.shibboleth.net/confluence/display/IDP4/RelyingPartyConfiguration
https://simplesamlphp.org/docs/stable/simplesamlphp-idp#section_7
https://support.google.com/a/answer/6087519
https://docs.aws.amazon.com/singlesignon/latest/userguide/samlapps.html
https://docs.centrify.com/Content/Applications/AppsCustom/AddConfigSAML.htm#Adding_and_configuring_a_Custom_SAML_application
https://backstage.forgerock.com/docs/am/6.5/saml2-guide/index.html#saml2-configure-remote-sp
https://docs.pingidentity.com/bundle/pingone/page/xsh1564020480660.html
https://community.rsa.com/docs/DOC-53686
https://www.ibm.com/support/knowledgecenter/SSCT62/com.ibm.iamservice.doc/concepts/custom_application.html
https://docs.oracle.com/middleware/1212/wls/WLACH/taskhelp/security/ConfigureSAML20ServiceProviderServices.html
https://docs.wso2.com/display/IS570/Adding+and+Configuring+a+Service+Provider
https://www.netiq.com/documentation/access-manager-45/applications-configuration-guide/data/act-create-saml2.html
https://docs.secureauth.com/display/91docs/Generic+SAML+Integration+Guide#
https://support.citrix.com/article/CTX221289
https://clouddocs.f5.com/training/community/iam/html/class1/module1/module1.html
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